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Introduction 
The PSTVA is an extensible platform for orchestrating network and web security scans using tools like 

Nmap, Nikto, Ffuf, and Kerbrute. It manages results in a Neo4j graph database, with FastAPI for REST 

orchestration, Docker for tool isolation, Redis for task brokering, and Celery for asynchronous 

processing. This manual provides step-by-step instructions for installation, operation, and advanced 

usage tailored to cybersecurity professionals.github 

System Overview 

Architecture Components 

• API Layer: FastAPI handles scan requests, project management, JWT authentication, and 

OpenAPI docs. 

• Task Layer: Celery workers execute scans in Docker containers, parse outputs, and chain 

tasks via Redis. 

• Data Layer: Neo4j stores hosts, services, vulnerabilities as graph nodes with relationships; 

Redis tracks job states. 

Scan Pipeline 

1. Client API request → Auth → Task to Redis. 

2. Celery launches Docker scanner → Parses output → Persists to Neo4j. 

3. Results queryable via API with graph topology visualization.neo4j 

Prerequisites 

The toolkit requires Docker for all services including Neo4j, Redis, and scanners. 

• Operating System: Linux, macOS, or Windows (with Docker Desktop). 

• Software Requirements: 

o Docker Engine (20+), Docker Compose V2. 

o Git, Make utility. 

• Resources: 4GB+ RAM, 2+ CPU cores; 8GB recommended for concurrent Ffuf scans.neo4j 

• Ports: 8000 (API), 7474/7687 (Neo4j), 6379 (Redis), 5672 (Celery). 

Verify: docker --version && docker compose version.neo4j 

Download 

Obtain source code, Dockerfiles, and Makefile: 

https://neo4j.com/docs/operations-manual/current/docker/
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git clone https://git.aegisresearch.eu/aegis-devs/aegis-security-assessment-

toolkit.git 

cd aegis-security-assessment-toolkit 

Build Services 

Makefile builds FastAPI, Celery, and scanner images: 

• Build all: 

make build-all 

Check docker-compose.yml for Neo4j/Redis configs.neo4j 

Startup Procedure 

• Start services: 

make start 

• Logs: 

make logs 

• Quick setup: 

make boot-start 

Accessing the API 

• Base: http://curium.localhost  

• Docs: http://curium.localhost/back/docs 

• Health: curl http:/curium.localhost/health 

• Auth: JWT/API Key via /auth; scan endpoints for Nmap/Nikto/Ffuf/Kerbrute  

Stopping Services 

Bash make stop 

Scan Execution Workflow 
1. Log  in 

http://curium.localhost/back/docs
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2. Create a project 

 

3. Select tool  
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4. Selects Scan type 

 

5. Check the process on celery tab 
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6. View details of specific process  
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7. View the scan results once the process is complete.  
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8.  Select Vulnerability assessment (Nikto tool) 
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9. Get Vulnerability assessment results  

 

 

10. Generate Report  

 

11. Final results ( PDF file) 
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12. Validate security posture through CVE 

 

 

Using the Toolkit 

• Projects: CRUD via API; group scans. 

• Scans: Initiate Nmap (ports), Nikto (web), Ffuf (dirs), Kerbrute (enums). 

• Results: GraphQL-like queries; export JSON/CSV. 

• Logs/Metadata: Task states in Redis, persisted to Neo4j.  

Advanced Features 

• Extend Tools: Add Dockerfiles for new scanners; register in Celery tasks. 

• Task Chains: Config YAML for Nmap→Nikto sequences. 

• Neo4j Custom: Cypher queries for vuln topology; extend schemas. 

• Scaling: make workers-up N for distributed scans.  

Troubleshooting 

• Full diagnostics: make logs.  

Security Considerations 

• Use JWT for API; rotate keys. 

• Docker isolation prevents scanner escapes. 
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• Neo4j access restricted; validate scan targets. 

• Run as non-root; audit Celery logs for anomalies.  

Appendices 

Glossary 

• Celery: Task queue for async scans. 

• Neo4j: Graph DB for vuln relationships. 

API access through Swagger 

 

 

Support 

Issues: contact Aegis Research: security-team@aegisresearch.eu  
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