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Designation of Authorities CURIUM

Notifying
Authorities

Notified bodies

(CABs)

Market Surveillance
Authorities (MSA)
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Handling Non-Compliance and Risks < UR!UM

National procedure
EU level procedure

Compliant products which present
a significant cybersecurity risk

Formal non-compliance

Joint activities of market
surveillance authorities
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Handling Non-Compliance and Risks € URIUM
(National procedure)

* MSA has "sufficient reason" to believe a product presents a significant cybersecurity risk.
Identification
of risk

* MSA in cooperation with economic operators, (optional) CSIRTs or ENISA for technical support.
* Technical/Non-Technical Factors: supply chain risks (e.g., from NIS 2 assessments)

* Bring the product into compliance.
* Withdraw it from the market.
* Recall it from users

Corrective
action * Inform the relevant notified body and NCSA in case of non-technical factors
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Handling Non-Compliance and Risks
(National procedure)

CURIUM

* Prohibit or restrict the product in its national market
* Withdraw it from that market
SR * Recall
rovisional
measures * Notify the Commission and the other MS, without delay, of those measures.

* Data for the identification and origin of the non-compliant product
* Nature of the alleged non-compliance and the risk involved
Notificati * Nature and duration of the national measures
otification to )
elInIMIEEEAYS] * Arguments put forward by the relevant economic operator.

* Ifyes === Union safeguard procedure
* |[fno === The measure shall be deemed justified.

Objections by
other MS
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Handling Non-Compliance and Risks

(Union safeguard procedure) C URIUM

The Commission shall without delay enters into consultation
with the relevant MS and the economic operator and evaluates
the national measure, within 9 months from the notification.

»If justified==the non-compliant product shall be withdrawn in
all MS

»If not justified == the measure shall be withdrawn by the MS
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Handling Non-Compliance and Risks € URIUM
(EU level procedure)

e Commission has "sufficient reason“(including information by ENISA) to believe a product presents a significant
cybersecurity risk.

Identification
of risk

e Informs MSAs to evaluate according to art. 54-55
* In case of nhon-Technical Factors (e.g. supply chain risks) informs NCSA & may consult the Cooperation Group
* May request analysis by ENISA in case of not effective measures by MSA.

* Consultation with MS concerned and the relevant economic operator to decide for corrective or restrictive
measure
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Handling Non-Compliance and Risks € URIUM
(EU level procedure)

* Corrective or restrictive measures h
* Withdrawn from the market or recalled, within a reasonable period,
_ commensurate with the nature of the risk.
Adoption of . .
etntnmered © Communicate to the relevant economic operator p.
\

Without undue delay
Inform the Commission accordingly.

Implementation
by MS J
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Handling Non-Compliance and Risks C URIUM

(Compliant products with digital elements which present a significant cybersecurity risk)

Furt
a) t
b) t

ner requirements for products with digital elements:
ne health or safety of persons

ne compliance with obligations under Union or national law

Intended to protect fundamental rights

c) the availability, authenticity, integrity or confidentiality of
services offered using an electronic information system
by essential entities as referred to in Article 3(1) of NIS 2

d) other aspects of public interest protection
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Handling Non-Compliance and Risks EURIUM
(Formal non-compliance) =

a) the CE marking has been affixed in violation of Articles 29 and 30;
b) the CE marking has not been affixed,;

(a)

(b)

(c) the EU declaration of conformity has not been drawn up;

(d) the EU declaration of conformity has not been drawn up correctly;
(e)

e) the identification number of the notified body which is involved in the
conformity assessment procedure, where applicable, has not been
affixed;

(f) the technical documentation is either not available or not complet
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Market Surveillance and Enforcement C URIUM
(Penalties)

Up to €15,000,000 or 2.5% of the total worldwide annual turnover

Non-compliance with the essential cybersecurity requirements (Annex |) or
| vulnerability handling requirements.

Up to €10,000,000 or 2% of the total worldwide annual turnover.

For failing to meet administrative obligations(CE marking, drawing up technical
| documentation, conformity assessments)

Up to €5,000,000 or 1% of the total worldwide annual turnover.

(Providing incorrect, incomplete, or misleading information to market surveillance
| authorities or notified bodies)
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Market Surveillance and Enforcement CURIUM
(Penalties)

* Authorities possess the power to mandate immediate product
recalls, market withdrawals and sales prohibitions across the
EU

* December 2027- Full CRA Compliance Becomes Mandatory
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Why comply? C URIUM

Cybersecurity is no longer an optional feature. It is a strict
prerequisite for market entry

* /legalrisk

* Financial penalties

* Product withdrawal

* Competitive advantage
* Reputation damage
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CURIUM

Thank you!

Aliki Diakidou
National Cybersecurity Authority of Greece
a.diakidou@cyber.gov.gr
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