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AI Act and CRA

AI Act

Article 15 
Accuracy, robustness and cybersecurity

High-risk AI systems shall be designed and developed in 

such a way that they achieve an appropriate level of 

accuracy, robustness, and cybersecurity, and that they 

perform consistently in those respects throughout their 

lifecycle. High-risk AI systems shall be resilient against 

attempts by unauthorised third parties to alter their use, 

outputs or performance by exploiting system 

vulnerabilities. The technical solutions aiming to ensure the 

cybersecurity of high-risk AI systems shall be appropriate to 

the relevant circumstances and the risks.
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Cyber Resilience Act 
(CSA - REGULATION (EU) 2024/2847)
Article 6 Requirements for products with digital elements

Products with digital elements shall be made available on 

the market only where:

(a) they meet the essential cybersecurity requirements 

set out in Part I of Annex I, provided that they are properly 

installed, maintained, used for their intended purpose or 

under conditions which can reasonably be foreseen, and, 

where applicable, the necessary security updates have 

been installed; and

(b) the processes put in place by the manufacturer 

comply with the essential cybersecurity requirements set 

out in Part II of Annex I.



Products with digital elements (PDE)

K E Y  C O N C E P T

‘product with digital 
elements’ means a 
software or hardware 
product and its remote data 
processing solutions, 
including software or 
hardware components 
being placed on the market 
separately;

In simpler terms, a product with digital elements is:

• Software that has or is able to have a data or network 
connection during use. 
(accounting software, mobile gaming apps, software 
firewalls, security information and event management 
(SIEM))

• Hardware that has or is able to have a data or network 
connection during use. 
(smartphones, laptops, home cameras, smartwatches, 
connected toys, but also modems, firewalls, and smart 
meters.)

• A hardware product requiring a direct or indirect logical or 
physical data connection to a device or network. 
(industrial control systems, sensors)
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Products with digital elements (PDE)

What is this 
product?
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CRA on AI systems

• Products with digital elements classified as high-risk AI systems which fall within the 
scope of the CRA should comply with the essential cybersecurity requirements set out in 
the CRA. 

• Where those high-risk AI systems fulfil the essential cybersecurity requirements set out 
in the CRA, they should be deemed to comply with the cybersecurity requirements set 
out in Article 15 of the AI Act in so far as those requirements are covered by the EU 
declaration of conformity or parts thereof issued under this Regulation. 

• For that purpose, the assessment of the cybersecurity risks associated with this product 
should take into account risks to the cyber resilience of an AI system as regards attempts 
by unauthorised third parties to alter its use, behaviour or performance, including AI 
specific vulnerabilities such as data poisoning or adversarial attacks, as well as, as 
relevant, risks to fundamental rights. 
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Products with digital elements (PDE)

K E Y  C O N C E P T

‘product with digital 
elements’ means a 
software or hardware 
product and its remote data 
processing solutions, 
including software or 
hardware components 
being placed on the market 
separately;

Without prejudice to the requirements relating to accuracy and 
robustness set out in Article 15 of the AI Act, products with 
digital elements which fall within the scope of the CRA and 
which are classified as high-risk AI systems shall be deemed to 
comply with the cybersecurity requirements (Article 15 AI Act) 
where:

(a) those products fulfil the essential cybersecurity 
requirements set out in Part I of Annex I;

(b) the processes put in place by the manufacturer comply with 
the essential cybersecurity requirements set out in Part II of 
Annex I; and

(c) the achievement of the level of cybersecurity protection 
required under Article 15 of Regulation (EU) 2024/1689 is 
demonstrated in the EU declaration of conformity issued under 
this Regulation.
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CRA on AI systems

• For the products with digital elements and cybersecurity requirements the relevant 
conformity assessment procedure provided for in Article 43 of the AI Act shall apply. For the 
purposes of that assessment, notified bodies which are competent to control the conformity 
of the high-risk AI systems based on the AI Act shall also be competent to control the 
conformity of high-risk AI systems which fall within the scope of the CRA against the 
Essential cybersecurity requirements, provided that the compliance of those notified bodies 
with the requirements of the CRA has been assessed as part of the process of the AI Act.

• Important products with digital elements, which are subject to the conformity assessment 
procedures (internal control procedure and the EU-type examination procedure, a conformity 
assessment based on full quality assurance or a European cybersecurity certification) and 
critical products with digital elements which are required to obtain a European cybersecurity 
certificate or, absent that, which are subject to the conformity assessment procedures as 
above, and which are classified as high-risk AI systems and to which the conformity 
assessment procedure applies, shall be subject to the conformity assessment procedures 
provided for in the CRA in so far as the essential cybersecurity requirements set out in the 
CRA are concerned. 7



Classification of Products with Digital Elements
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a manufacturer 
should look at the 
core functionality 
of its product with 
digital elements to 
determine 
classification

Critical products with 
digital elements

Important products with 
digital elements (Class I & 
Class II)

Products with digital 
elements (default 
category)



Classification of Products with Digital Elements
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CRITICAL PRODUCTS WITH DIGITAL ELEMENTS

IMPORTANT PRODUCTS WITH DIGITAL ELEMENTS –
CLASS II

IMPORTANT PRODUCTS WITH DIGITAL ELEMENTS –
CLASS I

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#anx_III



Implementation steps of a manufacturer under the CRA
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https://digital-strategy.ec.europa.eu/en/policies/cra-manufacturers

H
ow

?
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Conformity assessment under the CRA
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Default Class I Class II Critical

(a) the internal control procedure (based on module A). The manufacturer ensures and 

declares on its sole responsibility that the products with digital elements satisfy all the essential 
cybersecurity requirements

(b) the EU-type examination procedure (based on module B) followed by 
conformity to EU-type based on internal production control (based on module 
C). Where a notified body examines the technical design and development of a product with digital 

elements and the vulnerability handling processes put in place by the manufacturer, and attests that 
a product with digital elements meets the essential cybersecurity requirements and that the 
manufacturer meets the essential cybersecurity requirements. EU-type examination shall be carried out 
by assessing the adequacy of the technical design and development of the product with digital elements 
through the examination of the technical documentation and supporting evidence referred to in point 3, 
and the examination of specimens of one or more critical parts of the product (combination of 
production type and design type).

(c) a conformity assessment based on full quality assurance (based on module H) 
The manufacturer operates an approved quality system for the design, development and final product 
inspection and testing of the products with digital elements concerned and for handling vulnerabilities, 
maintain its effectiveness throughout the support period, and shall be subject to surveillance. 

(d) where available and applicable, a European cybersecurity certification 
scheme.



Timeline
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The CRA requires manufacturers to 

notify actively exploited 

vulnerabilities and severe 

incidents having an impact on the 

security of their product with digital 

elements. 

24 hours - early warning 
72 hours - a full notification



Timeline
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The CURIUM Continuum
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Supports manufacturers in assessing
cybersecurity risks across the product
lifecycle to proactively minimize security
threats.

Identifies whether a product with digital
elements falls within the scope of the
CRA and determines the required
conformity assessment process.

CyReA
Cyber Resilience 

Assessment

DPMA
Offers a structured risk mitigation framework based
on product maturity, helping manufacturers
implement effective securitymeasures.

PSTVA Penetration Self-Testing and Vulnerability 
Assessment

Equips users with tools for vulnerability
assessment, code review, and penetration
testing, reinforcing compliance efforts.CACConformity Assessment and 

Compliance
Provides a guided approach to technical
documentation and self-gap analysis, ensuring
alignment with CRA requirements.

Digital Product Maturity 
Assessment

DPRADigital Product Risk 
management Training 



The CURIUM Continuum products are 
provided for free.
Would you like to test / use them?
Declare your interest here:

https://ec.europa.eu/eusurvey/runner/
f0d8e5d4-60c4-1cd6-1885-
8e9fe8b536c8



Thank You

We look forward to the conversation.

C O N T A C T

info@apiroplus.com

www.apiroplus.com
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